MeToanyeckue peKOMEeHAAIMHU 10 UCI0Ib30BAHUIO IPOTPAMMHOIO
o0ecnevyeHs HA MOJIb30BATEJIbCKUX YCTPOMCTBAX (KOMIIBIOTEPHI,
IVIAHIIETHI, CMAPT(OHBI), a TAKKE YCJIYT ONEPATOPOB COTOBOM U

(puKCHUPOBAHHOM CBSI3H, MPEAYCMATPUBAKIIMX KOHTEHTHYIO (PUIbTPALMIO
(0,10kHPOBKY) HH(POPMAMOHHBIX pecypcoB B ceTu UHTepHeT, CIOCOOHBIX
NPUYMHUTH Bpel 310POBbIO AeTel

Jns  orpaHMuYeHMs JOCTyNa JeTe K HEXKEIaTeIbHOMY, ONacHOMY
KOHTEHTY B HACTOSLIEE BpEMs HMEETCS BO3MOXKHOCTb BBIOpaTh Kak
KOMMEpPUECKOe, TaK U CBOOOHO paclpocTpaHsieMoe MPOrpaMMHOe o0ecrieueHue
U CepBUCHI, Tapu(Hble IIaHbl JuO0 onuuu WHTepHET-npoBaiepoB, JHUOO
CHeIMaIbHbIe BO3MOKHOCTH aHTUBUPYCHBIX MPOTPAMM.

[Tpunuun paboOTBl 3TUX CHUCTEM OOBIYHO CTPOMUTCS HAa UYEPHBIX
(3ampenieHHbIX) W OenbIX (pa3pelieHHbIX) CHUCKax, JUOO0 Ha OCHOBE
¢unbrpanuu. Haubosnee mmpokoe pacupocTpaHEeHUe MONYYId TPU aJIrOpuT™Ma
buabTpanuu:

bunbTpanMsi 1O  KIOYEBBIM  clioBaM  (KOHKPETHBIE  CJoBa U
CJIOBOCOYETAHMSI UCIIOJIb3YIOTCSA JUIsl BKIFOUEHUSI OJIOKUPOBKHU BeO-caiiTa);

JTMHaMu4ecKasi puiibTparus (ColepKUMOoe 3anpaiiiBaeMoro Bed-pecypca
aHaJIM3UpPyeTCsl B MOMEHT OOpallleHHs], 3arpy3ka CTpaHHUIl pecypca B Opaysep
OJIOKHPYETCsl, €CIIN COICPKUMOE OIPEACIIAETCS KaK HEeKEIaTeNbHOE);

URL-dunbTpamust  (3ampamivBaemasi CTpaHUIla WM [EJNbIA  JOMEH,
Harpumep, dosug.nu, MOTyT OBITh OIpPEAENICHbl WU KaTEerOpUPOBAHBI Kak
HEeXeNaTelbHbI Pecypc, BCIEACTBUE 4YEro JOCTYNl K TaKUM CTpaHHUIaMm
OJIoKUpyeTCs).

Jlyumme B MUpe CHCTeMbl KOHTEHTHOU (GuibTparuu ucnoiab3yior URL-
(unbTpaluo, OCHOBaHHYIO Ha aHaju3e U Kareropuzauuu MHTepHeT-pecypcos.
Takoit mexanu3sM npu3HaH HaubOojee 3PGHEKTUBHBIM METOIOM (UIBTPALNH
KOHTEHTA.

Jis  orpaHMuyeHUss ~ JOCTyHa  HECOBEPIIEHHOJETHMX  JUI K
HEXKEJIaTeIbHOMY WJIM ONAaCHOMY KOHTEHTY C HACTOJIbHBIX KOMIIBIOTEPOB U
MOOMJIBHBIX YCTPOMCTB MOXHO MCHOJb30BATh JONOJHHUTEJbHbIEC OIIUM,
npeasaraemoie  0oabmIMHCTBOM HMHTepHer-mpoBaiaepoB. Jlia 3toro
HEOOXOIUMO OOpaTUThCS B CHYXOy TEXHUYECKOW TMOJJICPKKH IpoBaifaepa
(tenedon maHHOW cCiy’)kObl OOBIYHO YKa3aH B JIOTOBOPE) U BBICKA3aTh
NOKeJIaHWE MOJKIIOUEHUsS AaHHOW ycnyru. Jlamee HeoOXOauMO CJel10BaTh
UHCTPYKIIMSIM OTIepaTopa.

MoXHO Takke HCIOIb30BaTh CHEHHAJM3HUPOBAHHOE IPOrpaMMHOe
o0ecnieuenue u cepBucbl. Hanbonee momynspHble, HEKOMMEPUECKUE BEPCHH:
SkyDNS, NetPolice Child, Eyes Relax, Parental Control Bar, Norton Online
Family, NetPolice Lite. [ToMmiumo 3TOr0 CyIIECTBYET BO3MOXKHOCTH BBEICHHS
OTpaHMYEHUS] JOCTyNa K HEXeNaTeNbHbBIM CalTaM IyTeM YCTaHOBKH
nononHenuit (pacmmpenuii) B HMHrepHer-Opaysepax, Takux kak: Internet
Explorer, Mozilla FireFox, Chrome, Opera u apyrux.



OOpailaeM BHHUMaHUE, YTO Ha JOMAIIHUX KOMIIBIOTEpPaX TAK)Ke MOMKHO
3a/ICICTBOBaTh AHTHUBHPYCHbIe MNporpamMmbl ¢ ¢yHKIUEH «PoauTenbCkuii
KOHTPOJIbY», KOTOPhIE MOTYT 3alIUTUTh PeOCHKAa OT HEXKEJIATEIbHOIO0 KOHTEHTA.
B ocHoBHOM 3T0 KOMMepueckue nmpoaykThl: Kaspersky Internet Security 2012,
Kaspersky Crystal, Kaspersky Internet Security 7.0, Kaspersky Safe Kids
[Mpemuym, KinderGate Pomutensckuii konTponb, ChildWebGuardian, Spector
Pro 6.0, KubGepMama, Eset Nod32 wu apyrux. OpHako CyIIECTBYIOT U
OecrmaTHble TPOAYKTHI, Hampumep, Avira Free Antivirus 2013 ¢ BeO-
npuwioxkenneM  Avira  Free  SocialShield. Mcmons3oBanue — ¢GyHKIUU
POJUTENBCKOTO KOHTPOJISI MOAPOOHO OMUCAHO B MHCTPYKIUSAX IOJIH30BATENs
JUIsl aHTUBUpYCA.

Crout 06paTuTh 0coO00€ BHUMaHUE Ha HaTU4KMe QYHKIIUUA POJAUTEIHCKOTO
KOHTPOJISL MPU NPUOOPETEHUM AHTUBUPYCHOW MPOrpaMMbl WM TMPOIJICHUU
JUIEH3UM Ha  CIEAYIONIMHA  TrojA, COOOMIMTH O  BallleM  IKEJTaHUH
pacmpoCTpaHUTENI0  MpOorpaMMHOro  oOecrieueHus.  [IpakTudecku  Bce
COBpPEMEHHbBIE pa3paOOTYUKU aHTUBUPYCHBIX IMAKETOB UMEIOT B CBOEM apceHalie
OPOAYKTHI JIsi oOecriedeHus Oe30MacHOCTH pedeHKa B CeTH, OJIOKUPOBKU
HEXEJIATEIbHOIO U ONTACHOTO0 KOHTEHTA.

Bo3mosrcnocmu pooumensvckozo KOHmMpons.

1. Qunempor web-catimos.

CnoBa-3anpetsl (GunbTpsl). Bel 3a1aeTe HaOOp KIIFOYEBBIX CJIOB, U €CIU
YTO-TMO0 M3 HMX CIHUCKa OOHapyXuBaerca Ha web-cTpaHulle, TO OHa He
OTKPBIBAETCS.

Coznanue 6Oenoro cnucka. boiee )XecTKuil ciocoO® KOHTPOJIA, KOT/la BbI
CaMOCTOSITENIbHO COCTaBlIIeTe OCNbld CIHUCOK CaWTOB, KOTOPHIE MOXKET
noceniaTh peOCHOK.

Co3pnanue 4epHOro cnucka. B 4epHOM CIHCKE YyKa3bIBAIOTCS CaWThl, Ha
KOTOpble peOEHKY 3axoAuTh 3ampenieHo. llpunoxenue paboraer ¢ 06a3oif
JTAHHBIX, TJIC COAEPXKATCS CAMThI JJIs B3pOCHbIX. KpaifHe KemaTenbHO, YTOOBI
CIIUCOK PETYyJIApHO OOHOBIsIcS dYepe3 VHTepHeT, WHaue MOSBICHUE HOBBIX
pecypcoB OBICTPO ClIETAeT 3alUTy HEAKTyalbHOU. PoguTenn MOTYyT paciiupsTh
YepHbI CHUCOK CaWTOB Ha CBOE YCMOTPEHHE, MPHU >KEJIAHWUU, HCIOJIb3Ys
ABTOMATU3UPOBAHHYIO MH(GOPMAIMOHHYIO CUCTEMY BEJICHHS U HCIIOJIb30BaHUS
0a3bl JAHHBIX O calTax, COAEpX AIIMX 3alMpeHIeHHYI0 K pPacHpoCTPaHEHUIO B
Poccun  wundopmanuto, yrBepxkaeHHYO IloctanoBinenuem IIpaButenncTBa
Poccuiickoit ®denepanrun ot 26 okxTsa6ps 2012 roma Ne 1101 «O enunoi
aBTOMATU3UPOBAHHOU MHGOPMAIMOHHON cucteMe «EMuHBIA peecTp JOMEHHBIX
HWMEH, yKazareneu CTpaHMUIL CalTOB B MH(POPMAITMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTu «HTEepHET», U CETEBBIX aJPECOB, MO3BOJSIOIINX
UIEHTU(UIIUPOBATh CAUTHl B MH(POPMAIMOHHO-TEICKOMMYHUKAITMOHHOW CETH
«HTepHeT?, coaepxkamue WHOOPMAIUIO, PACIPOCTPAHCHHE KOTOPOM B
Poccuiickoit @eneparuu 3anpemieHo»» (https://reestr.rublacklist.net).

2. OcpanuyeHue 6pemenu, NPOBOOUMO20 DEOEHKOM 34 KOMNbIOMEPOM.
OnpenensiiTe pacliicaHue NOJIb30BAHUS KOMIIbIOTEPOM U IHTEpHETOM,



BbIOMpaiiTe JOMyCTHMOE BpeMs CYTOK M MPOAODKUTEIFHOCTh paboThl. Tak Bam
HE TPUIETCS MPOTOHATh peOEHKAa OT KOMIBIOTEpAa W BCTyNaTh B KOHQJIHKT -
CCaHC 3aKOHYHUTCS caM COOOH.

3. VYemanoska 3anpemos Ha ucnonvzosanue OembMu  OMOENbHBIX
npoepamm. Bo wu30ekaHWE pAa3NIUYHBIX HEIOPa3yMEHUH PpOJUTEIN MOTYT
OTPaHUYHTH CIHCOK HCIOJIB3YEMBIX PEOCHKOM MPOTPAMMHBIX TPOIYKTOB.
BOABIMMHCTBO COBPEMEHHBIX OMEPAIMOHHBIX CHCTEM MMEIOT B CBOEM COCTaBE
WHCTPYMEHT JOCTyMa IMOJh30BaTENCH K MPOTPaMMHBIM TPOIAYKTaM, YTO JaeT
BO3MOXKHOCTh ~ OTPaHWYCHMsI  JIOCTyma  pebdeHKa K  HEXKeJIaTeIbHbIM
MIPOTPAaMMHBIM MPOAYKTAM.

4. Vnpaenenue oocmynom K ucposviM npuiodxceHusm. Bo3MOKHOCTH
POJIUTENHECKOTO KOHTPOJISI TMO3BOJIAIOT MOMOYhL JAETSIM UIpaTh B O€30IacHEIE,
TIpYXKeTI00HbIe, 3aHUMAaTeNIbHbIE W 00yYarolIue WUIPhbl, COOTBETCTBYIOIIUE X
BOo3pacTy. B wactHoCTH, poauTenu MoryT OJIOKMpOBaTh KaK BCE WIPHI, TaK U
TOJIbKO HEKOTOpbIC W3 HUX. JIOTIOJHUTENBHO POJUTENU MOTYT YCTaHABIIMBAThH
paspenieHue WM 3anpeT Ha JOCTYNl K OTACJIbHBIM HWIrpaM, HCXOAS U3
JIOITYCTUMOM BO3PACTHOM OIEHKH M BHIOOpA THIIA COAEPKUMOTO.

5. Kypnan omuemoe o pabome pebenka 3a xomnviomepom. C 1ENbIO
aHajgM3a TOTO, YeM 3aHWMAJCSI PEOCHOK 3a KOMIBIOTEPOM B OTCYTCTBHE
B3POCTBIX, KaKHE TIPOTpPaMMBbI 3amycKad, KaKhe CalThl MpOoCMaTpUBAI B
WNHuTepHeTe, ¢ KeM o0mancs u T.1., POAUTEILCKUI KOHTPOIbh BEACT ayIUT BCEX
JACHCTBUI MOAPACTAIONIETO TOJb30BaTeNA. B JkypHan 3amuchIBaroTCs aapeca
MTOCEIICHHBIX JeThbMU cTpaHull] IHTepHeT. B HEKOTOPHIX porpaMmax >KypHaI ¢
OTYETOM MOJXKHO TOJIy4aTh MO 3JEKTPOHHOM IMOYTE, YTO OYCHb YAOO0HO, €CIiH
POJUTENh HAXOJUTCA BHE JOMa, U XOUET MPOCMOTPETh, KaKWe CAUThI TOCEIa
peOeHOK.

Eme pa3 HeoOXOauMO HAMOMHUTH, YTO IS OTPAHUYEHUS JOCTyHa K
HEXEJNaTeIbHOMY, ONAacCHOMY KOHTEHTY B HACTOSIIEe BpeMsS HMEETCS
BO3MOXHOCTh BBIOpATh Kak KOMMEPYECKOE, TaK ¥ CBOOOTHO PACIPOCTPAHIEMOE
IporpaMMHOE OOecredeHue W CepBUCHI, JMOO TapudHbie omuu HHTEepHET-
IPOBaIepOB, MO0 CIEeIMAIbHBIE BOZMOXHOCTA aHTUBUPYCHBIX TTPOTPAMM.



